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Abstract

Mobile Agent (MA) roaming in a network is still a current research topic. Mobile Agent is self-directed
entity which moves from one computer to another in the open network under its own control. Due to the
roaming nature of MAs, it is very tough to get the location of MA until it comes back to origin host after
completing its itinerary. When multiple agents interact with each other they make a multi agent
environment. For the interaction of MAs first they need to know the location of each other. This paper
presents a Hierarchical Location Management Scheme (HLMS). Here global network is divided into
different regions. In each region, there is a centralized component responsible to maintain the location of
all MAs presently executing in its region. It also records the address of the regions where MA is
migrating. This paper details the different communication mechanisms of MAs. There are two different
ways of communication. First is message passing and second is mailbox approach. In message passing
MAs can easily communicate through sending a message to each other. In a mailbox approach, again
there are two cases first is communication between the same base host MAs and communication between
the different Base host MAs. In the literature search and update method has already proposed. But these
approaches are not cost effective. Search takes less time but this is a very long process and update is a fast
process but the update cost is very high. Hence this paper combines the both search and update method.

Keywords- Mobile Agent (MA), Location Management (LM), Mailbox.

Introduction

A Multi Agent System is a system collected of numerous interacting intelligent agents. MA contain by the
Multi Agent System can launch by launch by same host or by different hosts or combination of MAs and
software agents. Multi Agent System is used to solve problems which are hard or unfeasible for an
individual agent to solve. But for a Multi Agent System the two main issues are Location management &
communication. Lots of Mobile agent systems have been proposed in the literature. But most existing
MAS:s do not provide a complete, proficient or useful location management approach. Hence, there is a
need of a mechanism to locate any type of mobile agent at anytime from anywhere. Communication is
also a necessary component of scattered systems and this is no exception for multi-agent systems
(Aggrawal, et al., 2013; George et al., 2002; Heman et al., 2014). This paper proposes the improve
mechanism to locate MAs for both cases mentioned earlier as well as provide a communication
mechanism between the MAs.

Hierarchical Location Management Scheme (HLMS)

Location management becomes necessary requirements for mobile multi agent environment. For
communication, there is a need to locate MA first before communication starts among the MAs. The
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location management mechanism consists of location updates, searches and search updates. When a
mobile agent changes its location the update process occurs. When a mobile agent needs to be located a
search process occurs. After a successful search operation, a search—update process occurs. The cost of
location update and search is a big issue of the management in mobile agent computing. The goal of an
efficient location management strategy should be to provide low cost of location search and updates (Lin,
et al., 1997; Bar-Noy et al., 1995). The cost of a location update and search is characterized by the time
taken for each operation, number of messages sent, size of messages, or the distance the messages need to
travel. A proficient location management scheme should effort to minimize the combined cost of the
location Search and update. At one extreme, up-to-date information of the exact location of all mobile
agents is maintained at each and every node in the network. This decreases the search time to locate the
mobile agent. But every time the location of the mobile agent changes, a huge number of associated
location databases must be updated, which absorbs cost of location update. At the other extreme, no
information is stored at any site of the network. To locate a mobile agent, a global search at all network
sites must be initiated; however, when the mobile agent moves, no cost is associated with updating the
location database. Between these two boundaries, various approaches that equilibriums the cost of search
against the cost of updates are possible. (Patel, et al., 2010; Pathak, et al., 2014).

Our work is inspired by (Patel, et al., 2010; Patel, et al., 2004; Pathak, et al., 2012; Pathak, et al., 2012;
Serugendo, et al., 2003; Xinyu, et al., 2001; George, et al., 2002). All these approaches divide the
network into regions and in charge of that region keep track of all mobile agents in each region. Search,
update or combinations are then used to locate MA. Regions may be in one, two or multiple levels.
Hierarchical location Management Schemes (Pathak, et a/., 2012) assumes that internet is network of
networks where networks are connected with each other via router. Each router maintains an Agent Table
which contains all the MAs currently executing on the network and their Hostld. When a MA moves from
one host to other within the same network Agent Table is modified. When MA moves from one network to
other, receiving router launch an Update Agent to inform the Base Host about the new network location of
the MA. So in this approach Base Host always knows the current network of its MA. To communicate
with MA, Base Host sends message to the MAs router, where router locate the MA by searching the Agent
Table and deliver the message. In this way this approach combines both search and update schemes. In
this paper, we will extend this scheme for mobile multi agent where instead of base host, MAs launched
by same host or different host locate each other before initiating the communication.

In the proposed Hierarchical Location Management Scheme (HLMS) for Mobile Multi Agent System,
there are various components namely Router, Hosts, mobile agents and their mailboxes. Each host runs a
Mobile Agent System (MAS) which is used for the execution of MAs. It also provides communication,
mobility and security support for mobile agents. All the hosts are connected by the network and can
communicate with one another by sending messages on the network. Here we are using the case of FM for
the migration of Mailbox of MAs.

Communication Process

An agent is an entity which executes an algorithm: it can move from place to place (with some data and its
algorithm) through communication links and it can make local computations on a place (a place provides
tools for local computations: data, memories and process). Inter agent communication is an issue that has
been addressed in a limited manner by the mobile agent’s community. Agent communication languages
(ACLs) have been developed as tools with the capacity to integrate disparate sources of information and
support interoperability but have achieved limited use by mobile agents (Yannis, et al., 1999).

In the literature, different techniques are used for the communication of mobile agents. Mailbox
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techniques, Broadcast & black board were three most popular techniques used for communication. A
mailbox (R. B. Patel et al., 2004), which is a message buffer used to store incoming messages destined to
an agent, can be detached from its owner agent in the sense that the mailbox can reside at a location
different from the current location of the owner agent. Every mobile agent in the system is allocated a
mailbox. Incoming messages sent to the agent are inserted into the mailbox first. The communication
between agents is divided into two steps: the transmission of a message from the sender to the receiver’s
mailbox and the delivery of the message from the mailbox to its owner agent. If an agent wants to send a
message to another Agent, it simply sends the message to the receiver’s mailbox. Later the receiver
receives the message from its mailbox using either pull or push. In the push mode, messages stored in the
mailbox will be delivered to the mobile agent, while with the pull mode; the agent fetches messages from
its mailbox any time it decides to do so (Xinyu, et al., 2001).

Notice that, for a frequently migrating agent, its mailbox can migrate at a much lower frequency. There
are three main aspects are for the MAs communications are: (Jiannong, et al., 2004) the first approach is
Frequency of Mailbox Migration. In this approach A Mobile Agent is always moving on the path but it
does not carry its mailbox with itself. It leaves its mailbox at its Base Host. This technique is called No
Migration (NM); or MA might carry its mailbox with its migration path. This pattern is known as Full
Migration (FM); or MA might determine the location of its Mailbox dynamically upon each migration,
this technique is known as Jump Migration (JM). The second approach is message Delivery from
Mailbox-to-Agent. In this approach MA receives the messages from its mailbox using either a push or
pull operation. In the Push (PS) mode, the mailbox keeps the address of its owner and forwards every
incoming message to it. In the Pull (PL) mode, the mobile agent keeps the address of its mailbox and
retrieves messages from the mailbox whenever needed. The third approach is Synchronization of
Migration-Delivery. In this approach Delivery of a message can be reliable according to the need of the
user. If users demand high reliability, they can overcome message loss by (1) Synchronizing the Host’s
message forwarding and the Mailbox’s migration (SHM), or by (2) Synchronizing the Mailbox’s
message forwarding and the Agent’s migration (SMA), or (3) both, known as Full Synchronization (FS).
NS denotes the extreme case of No Synchronization being performed.

Component of the System

The different Components (Pathak, et al., 2012; Pathak, et al., 2014) of our improved Hierarchical
Location Management System for Mobile Multi Agent are:

Router: It is a component which connects the different network with each other. All MAs are migrating
from or entering into a local area network via router. Instead of just receiving and forwarding the MA,
router in this mechanism plays an active role. The different component installed on the router is:

Location Management System (LMS). 1tis asystem which manages the location ofthe MAs.

Log Manager (LM): It manages the arrival and departure time of the MAs.

Host: Ahost in the global network is identified by number known as Hostld.

Mobile Agent: Every MA in the system is identified with unique Agentld. 1t carries Parent Hostld and
certificate of verification SC (String, Destination Hostld) for communication and another agent for
communication.

Search Agent: In order to locate a MA, its base host launches a Search Agent (SA).

Update Agent:- When a MA arrives at anetwork, an Update Agent (UA) is created to inform BH about the
new network location of MA. It is also used to update the location to the Central repository.

86



VIVECHAN International Journal of Research, Vol. 7, Issue 2, 2016 ISSN No. 0976-8211

Packet: Agents move from one part of the network to other via global network in form of packet. A packet
consists of an Agent, sender Hostld, destination Hostld and type of agent MA, SA or UA.

Base Table: Every Network maintains a Base Table, which is the list of Agentld and the current Netld of
the MA.

Agent Table: Every network maintains an Agent Table which is the list of Agentld of MA and Hostld of
the hosting Node.

Log Table: For all MAs received at the router an arrival entry is logged in LogTable similarly before
leaving a network departure entry is logged to the Log Table.

Agreement Table: 1t contains the Hostld of the hosts with which agreement has been signed. It also
contains the Date time and duration of agreement.

Different Methods to Locate Mobile Agents in HLMS

Case I- For the Same Base Host

This section proposes a mechanism to locate different MAs launched by same Base host. Every host
maintains a Base Table which stores network Ids of all the active MAs launched by it. Base Host always
knows the current network location of MAs (Aggarwal, et al., 2013). So if a MA wants to communicate
with other MA launched by same base host, The algorithm is as follows:-

1. The process GetNetld() launches a MA to visit the base host to collect the Netld of the target
MA.
2. The process ReturmNetld() returns the Network id of the target MA.

The process GetHostId() initiates a search procedure to visit the Netld of target MA and search
the local Agent Table to get the Hostld of target MA.

4, The process ReturmHostld() returns the NVetld of the target MA.

The process SendMessage() is initiated when mailbox address of the target agent is known, it
drops the message to the mailbox of the target MA.

6. The process GetMessage() is initiated by the target MA. Here target MA wants to get the
message from its mailbox. To get the message MA use push and pull approach as shown in
figurel. In the Push (PS) mode, the mailbox keeps the address of its owner and forwards every
incoming message to it. In the Pull (PL) mode, the mobile agent keeps the address of its mailbox
and retrieves messages from the mailbox whenever needed.
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Figure 1: MA communication for the same Base Host
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Case 2: - For Different Base Host
A. Two-way communication

Sometimes there is a need to communicate among different MAs launched by different hosts. MAs
launched by two different hosts can communicate with each other only if both the hosts trust each
other and have signed an agreement to allow their respective MAs to locate and communicate with
each other. For signing an agreement every host contains and Agreement Table which contains the
Hostld of the signed Host Through agreement each MA carries with it the Base Host of itself as well
as the Hostld of the Host with which agreement has been signed.

According to (Pathak, ef al., 2012) every host maintains a Base Table which stores the Agentld and its
current Netld. Hence to communicate with any MA, source MA requires the current Netld of target MA.
Since it already knows the Base Host of the target MA it will send a request to the Base Host of target MA
to get its current Netld. For the security purpose, it should not be allowed for any MA to locate and
communicate with any other MA. When MA send a request for the Netld to the target Host then target host
will only allow access of Netld to the trusted MAs. So, if a MA wants to communicate with another MA
launched by the different base host, the algorithm is as follows: -

1. The process GetNetld() launches a MA to visit the Base Host of target MA to collect the Netld of
the target MA.
2. The process ReturnNetld() returns the Netld of the target MA.

The process GetHostId() initiates a search procedure to visit the Netld of target MA and search
the local AgentTable to get the Hostld of target MA.

4, The process ReturmHostld() returns the NVetld of the target MA.

5. The process SendMessage() is initiated when mailbox address of the target agent is known, it
drops the message to the mailbox of the target MA.

6. The process GetMessage() is initiated by the target MA. Here target MA wants to get the
message from its mailbox. To get the message MA use push and pull approach as shown in
figure2. In the Push (PS) mode, the mailbox keeps the address of its owner and forwards every
incoming message to it. In the Pull (PL) mode, the mobile agent keeps the address of its mailbox
and retrieves messages from the mailbox whenever needed.
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Figure 2: MA communication for the different BH
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But this method has a limitation of high cost associated with the tracking of location of MA. It is a kind of
two-way communication between the different MAs which increase the cost of searching and update. For
the solution of this problem we can use a centralized data base approach for storing the location of MAs.

B. Centralized Approach

All hosts in a network make an agreement for a centralized place holder at a particular Host. Hence all
MAs and Host update the location of all MAs on a particular CPH of a host which signed by the
agreement. When a MA wants to communicate with other MA, MA will send a request for getting the
agent location from the CPH. Hence CPH will provide the actual location of the target MA to the source
MA. Hence if a MA wants to communicate with another MA launched by the different base host, the
algorithm is as follows: -

1. The process GetNetldandHostId() initiates a search procedure to visit the Netld of target MA
and search the Location Table to get the Netld and Hostld of target MA.

The process ReturnNetldandHostId() returns the Netld and Hostld of the target MA.

The process SendMesg() is initiated by the source MA when mailbox address of the target agent
is known; it drops the message to the mailbox of the target MA.
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Figure 3: MA communication by CPH

4. The process GetMessage() is initiated by the target MA. Here target MA wants to get the
message from its mailbox. To get the message MA use push and pull approach as shown in
figure3. In the Push (PS) mode, the mailbox keeps the address of its owner and forwards every
incoming message to it. In the Pull (PL) mode, the mobile agent keeps the address of its mailbox
and retrieves messages from the mailbox whenever needed.

Conclusion

Communication among the MAs is a very important issue of mobile agent computing. It determines how
much information is exchanged between agents. According to the amount of information available to an
individual agent we can make the decision-making process effective. In an open environment, agents are
mobile and may leave or enter the system. Hence two closely related agent communication problems
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occur, namely efficient message passing and service agent discovery. For the communication, track the
location of MAs are very important. Our work is based on this approach. Here we gave two different ways
of communication for MAs Here global network is the network of networks. The different networks are
connected with each other via Router. All MAs are migrating from or entering into a local area network
via router. Host can be the part of any network in the global network. If Base host of different agent are
same so there is no need to find the Netld of the MA because Base Host already knows it but if Base Host
are different, first Both the host sign an agreement between each other than the agent can communicate.
But in this case searching cost is very. Here we are giving a new approach of MAs communication
through location management.

Future Work

Our work is based on the location of MA’s and their communication in a multi agent environment. Here a
new mechanism to locate MAs and its solution has been proposed. We also have explained the different
cases of Mobile agent communication. We will simulate it in our next paper using CPN tool. We are
working on it and trying to give a better result in terms of cost. We will also propose some solutions and
problems of these approaches.
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